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Intrusion Detection Tech Talk

Intrusion Detection is the art of detecting inappropriate, incorrect, or malicious activities on a network.  There are host-based Intrusion Detection systems (which are designed to run on a host and detect activity on that host) and there is network-based Intrusion Detection systems (which operate on the network designed to detect activity on the network).

Crimes in the cyber world are increasing at an astounding rate.  Hackers today are better organized.  Members of terrorist groups are now in the practice of “cyberjihad”.  Hacker attacks are up 277 percent in the past two years according to a recent study.  According to the Computer Security Institute (CSI) and the FBI, 90% of surveyed organizations have had a security incident and 80% of those said they suffered some kind of financial loss.

Because attackers are able to mask their attacks so it can’t be detected by a firewall, extra security is needed.  Firewalls and VPN are good things, but not always enough.  There are several tools available to aid hackers in getting around network vulnerabilities, which reduces the level of knowledge needed to conduct a successful attack.  Another weakness of Firewalls is that it does not protect against malicious insider activity.

With an intrusion detection management system (in this case NFR) you can detect and deter network attacks.  You will also be able to integrate with popular firewall providers to strengthen your defenses. 

Some reasons to use an Intrusion Detection Management System include:

· Identifying “real attacks” faster and reducing the time spent on false alarms.

· Advance monitoring can detect both known and unknown attack methods.  This provides effective security against unknown future attacks.

· Automated damage control

· Firewall Integration

· Analysis software aids in strengthening your network

· Tamper proof hardware ensures sensors are hack-proof

· Pre-configured system for easy deployment

· Robust detection engine provides high-speed networks without accuracy loss

· Centralized management allows for remote management of distributed networks

